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* Pujo Dewobroto

 Citraweb Nusa Infomedia

— Mikrotik distributor, training
partner (mikrotik.co.id)
— ISP (citra.net.id)

— Web developer
(citra.web.id)

MTCNA, MTCTCE, MTCWE,
MTCUME, MTCRE, MTCINE

Certified Trainer
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Fitur RouterOS

* Routing

— Static Route, Dynamic Route (RIP, OSPF,
BGP), VRF, Policy Route

« Bandwidth Management / QOS
— Simple / Queue Tree , HTB, PCQ

* Firewall
— Filter, Mangle, NAT, L7
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Fitur RouterOS (2)

* Wireless 802.11a/b/g/n/ac

— VAP, WDS, Authentication, Nstreme & NV2,
HWMP+, CapsMan

* VPN & Tunnel
— PPTP, L2TP / IPSec, SSTP, OVPN
— VLAN, EolP, IPIP

« Server
— DNS, DHCP, Hotspot, Webproxy, NTP, Radius
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Fitur RouterOS (3)

http://wiki.mikrotik.com/wiki/
Manual:RouterOS features
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Power Source Power Over Ethernet

IN OuT
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POE s

General PoE (Ethernet Status Overall Stats ...

poE out: ETET ¥

¥

PoE Priority: |10

PoE Out Status: :powered on
PoE Out Current: :176 ma
PoE Out Yoltage: |23.6 V

PoE Out Power: |4.1 W

Voltage Source IN = Voltage POE OUT
Arus per POE out port = 500mA / 1A*
Total Arus POE out =2A /2.2 A*

™ —_—
MlKro | | www.mikrotik.co.id



DATA + POE \

DATA + POE
Long Cable

/interface ethernet poe
settings set ether1-poe-in-long-cable=yes
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IP Accounting

Traffic Accounting Web Access

Accessible via Web OK
- Address: |0.0.0.0/0 Cancel

Accounting
- Apply

Enable Accounting OK
| Account Local Traffic

Threshold: 8192

Cancel

Apply

Snapshot

.
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Shapshot

Traffic Accounting Snapshot [=] E3
v Take Snapshot Find
Src. Address Dst, Address + Packets Bytes v
202.65.113.16 -y 128 46370 | »
202.152.128.8 2.2,.2.2 41 56369 | |
202.152,128.9 2.2.2.2 279 217775
202.152.128.10 Ll 4 224
202.152.130.26 B 41 2296
202.152.130.49 iy 46 15327
202.152.130,53 R 2 112
P 8.8.8.8 6 384
192.168.128.115 8.8.8.8 1 62
192.168.128.134 8.8.8.8 1 72
192.168.128.143 8.8.8.8 2 120
192.168,128.152 8.8.8.8 33 2095
192.168.129.146 8.8.8.8 S 419
192.168.129.168 8.8.8.8 11 780
192.168,135.32 8.8.8.8 4 244 »
530 items
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Snapshot (2)

® ® / http://192.168.12...ccountingfip.cgi ¢ | =
<

4

(: ) @ 192.168.128.1/accounting/ip.cgi G| (B~Googe Q)lsyx B ¥ »

19£.108.128.15Z /4.123.13U.19L 8100 55 =~ =
192.168.135.32 108.168.151.6 440 B * *
192.168.135.37 199.59.148.20 208 4 * *
192.168.128.152 74.125.68.95 1719 12 * =*
149.154.171.5 192.168.135.42 40 1 * *
202.152.130.27 192.168.135.63 5374 12 * =*
192.168.129.168 106.10.199.10 1946 9 tes *
192.168.0.6 192.168.135.33 142051 420 * =*
8.254.0.125 192.168.128.152 225997 176 * *
192.168.128.119 112.215.119.103 187751 400 *» =
202.152.130.42 192.168.128.134 52 1 * *
192.168.135.40 66.196.121.22 74 1 * *
89.71.157.97 192.168.128.117 98 1 * *
202.152.130.37 192.168.128.152 5182 9 * =*
192.168.128.117 175.121.77.73 95 1 * *
8.8.8.8 192.168.135.47 1056 7 * *
192.168.128_.143 R _R_A_R 120 2 * *

199.59.150

192.168.12¢ NtEP://ip_router/accounting/ip.cgi

199.59 148-Ul ALy ATT » A JdT eI aAIVOV -
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Shapshot

-

| HOST IP Recv Speed :Send Speed Recv Total
== 192.168.20.18 6.93GB
—— 192.168.20.114 |1.57 Mb/s 37.26 kb/s 10.03 GB
—— 192.168.20.193 6.90GB
T 192.168.20.184 |413.03 kb/s16.18 kb/s 2.52 GB
I:' = 192.168.20.21 0.06 kb/s 33341 MB
I:' == 192.168.20.11 0.23kb/s 0.26 kb/s 1.89GB
- = 192.168.20.234 7.94 kb/s 14.89kb/s  2.30GB
D S 192.168.21.194 15.63kbss 644 kbis 214GB
- 192.168.21.46 1.81 GB
D —— 192.168.20.161 0.55kb/s 0.70 kb/s 1.81GB
I:' = 192.168.20.204 1.21 kb/s 1.29kb/s 1.75GB
* 192.168.20.22 889.43 MB
D 192.168.20.231 1.28GB
D = 192.168.20.144 8362kbss  6208kb/s  891.02MB
;?;__—: 192.168.20.186 1.011.87 MB
D = 192.168.21.16 998.50 MB
Sn—— 192.168.21.57 0.91 kb/s 1.53kb/s 936.06 MB
= 192.168.22.26 21.12MB
192.168.21.24 903.30 MB
192.168.21.115 0.06 kb/s 0.85 kb/s 770.53 MB
= 192.168.21.5 714.98 MB
— 192.168.21.75 736.96 MB
—— 192.168.20.223 44388 MB
192.168.20.143 341.54 MB
192.168.23.17 327.23MB
p——— 192.168.21.141 301.57 MB
T 192.168.20.143 5.99MB
‘H;T—;_ 192.168.21.77 250.72 MB

Send Total -~
453 GB
565.36 MB
97.89MB
188.49 MB
2.21GB
588.21 MB
112.42 MB
126.18 MB
119.42 MB
84.26 MB
130.21 MB
464.00 MB
27.38MB
3039.55 MB
178.76 MB
3276 MB
84.63MB
914.32 MB
31.92MB
60.78 MB
116.17 MB
84.17 MB
40.15MB
461 MB
6.85 MB
10.75 MB
281.83MB
7.39MB -

Download (kbits/s)

Upload (kk

Traffic graph -top 30 (hits/s)

3 Attix5 Traffic Monitor - V1.0 o | B (e
5 I Sort by: Show speed in ) .
tart ear Recy: 5212 GB D areraned @ bits/s ™ Show full line capacity powered by
Stop Save Sent: 11.73 GB ¢ Current speed " bytes/s W Only show active machines (> 30) AT'Ix

G
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Address: 192.168.128.99 OK
Port: |1234 Cancel
{ TFTP Version: Apply
v9 Template Refresh:

Copy

| UPnP v9 Template Timeout: |1800

Remove

General ’ Status oK

‘Enabled Cancel

Interfaces: Iall

Apply

Cache Entries: \256k

Targets

Active Flow Timeout: IDD:SU:OO

Inactive Flow Timeout: |00:00:15
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IP Traffic Flow (2
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Traffic Flow Analysis

>® OmniPeek

File Edit ‘“iew Capture Send Monitor

Tools Window Help

O-@-Hs BREEE &8 8
ap
Packets received: 81,075  Buffer usage: | 100% il jpm{nmls:' 20 iH.era,Ehy vi@- " <
Packets filtered: 61,0751 Filter state: &= & —
v - Protocol Percentage Bytes Packets
912312008 $:49:18 | | Minimum: | =Y Ethernet Type 2 0.000% 0 f)
0:09:20 i Mashmumm: | 11,675,640.0 2 12 0.000% 0 0
1second || Average: 860,296.94 | =% Tcp 0.137% 54,080 413
= = ¥ windows Te... [ 5 26,817,394 46,038
Utilization (bits/s)  mars = 367,647 1
12,000,000 =
¥ POP3s 0. 3,782 34
¥ HTTP 0. 515 8
10,000,000 -3 NetBI0S 0. 58 1
Y SessMsg 0. 202 3
8,000,000 = 3 e 12,128,306 ,794
&Y NetBIOS 42,859 178
6,000,000 48,384 504
5 38,884 124
4,000,000 0. 4,498 13
¥ ons 0. 1,541 9
2,000,000 Y FileMaker 0. 507 3
T sLp 0. 30 1
0 25 10 0. 0 [
9/23/2008 9:53:38  ©/23/2008 9:65:18  9/23/2008 9:56:58 % Dest Unreach 0.023% 3,056 60
® Network/Current Utilization (bits/s) (Count) | ¥ 1omp 0.003% 1,274 21
< >
Capturing B3 NetFlow Analyzer: From .60 (10.4.3.60) Packets: 10,240 DL
CIE]X) #ricapture 1 - CEX
Packets received: | 56,745 || Buffer usage: | 100% [ Hodes: 160 ‘[p Y@ V| B 9
Packets filtered: 56,745 Filter state:| <=
v : T Node Total Bytes % Total Bytes
| S|k = 0§ 4 10.4.3.60 84.274% il 33,304,302
. g ¥ 10.4.3.49 33 ] 32,931,959
Packet Size Distribution J 10.4.100.28 0. 555 12,086,993
07% i 206.169.32.73 | 0.930% 367,647
¥ 10.4.255.255 0.231% 91,205
i 239.255.255.250 0.099% | 38,984
i 10.4.58.2 0.085% 33,750
¥ 10.4.4.21 0.064% 25,458
¥ 10.4.3.3 0.054% | 21,404
4 10.4.58.30 0.053% 1 20,992
i 10.4.58.77 0.040% 15,744
9 10.4.3.28 12,969
9 10.4.58.13 il 7,435
4 IP Broadcast 0.015% il 5,980
i 10.4.58.3 0.015% | 5,836
4 0.0.0.0 0.011% 4,498
' 209.85.147.109 0.010% | 3,782
¥ 224.0.0.252 0.009% | 3,615
i$ 10.4.3.20 0.006% | 2,363
@ inaxn n nnNes 1 aaa

== Source : http://blog.wildpackets.com/ ——
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104583
10439 £ 1043246
104343 @ff 1045815

10494

10.4.4.21
10.458.30

104481
10.4.4.83
1043108
10.458.60

104480
10495
1043215
10.47.140

1043174
104322 1043229
10.4.3.198 1043102

1043109
10.47.161
1043168

1043138
104383
1043143

54233183147 1043158

104395
1043105 203.95.147.109
1045811 104582

104328 10.47.150
1045868 2061633273

10410028 10435
19216811
0000 4J) l"//// i 1043223
y ) ////[ 104100150
10437 & i 1045813
1043130 /////"

104364 1043173
1045877 ; J 10.43.210
1045873 104585

10410012 1045885
1043155 1043131
104394

1043114 104320

1043224 1043150

1043172 1043143

1043107 104370
1043193 1045870
1043119 104345
1043221 104373
104314 104484
1042153 104429
1045812 104478
IP Broadcast 10,433
1045825 104423
10.4.1001
1043170
1043108

\-o
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TFTP Server

[=]|E3

Iv

IIP Addresses Req. Filename ]Real Filename

TFTP <>

IP Addresses: | i OK

Req. Filename: Cancel
Real Filename: Apply

Allow
Read Only

Copy
Hes: o]

Remove

Disable

enabled

1 item
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Reinstall SwOS

DHCP server +TFTP server Tekan dan tahan Reset

—

== \g =\ *Nyalakan power

aqF oL k
& ummmfj i epaskan reset

X
§
%
N
\%
%
\\~
\\
\\\
N

TETP Cllent //

%, \

Ether1 RB250/RB260 series
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1 item (1 selected)

= | | Y| | & |8 | Backup | Restore Find
File Name T Type Size |¥
_Jtftp-puio (O[]
=| tftp-pujo/swos-rb260-1.14.Izb ’
# | [IP Addresses [.[Real Filename ‘Allow ‘Read ‘Hits ]V
0 192.168.100.2 Jtftp-pujofswos-rb260-1.14.1zb ves ves 25
TFTP <192.168,100.2> (=] E3
IP Addresses: |[EERTERUNES | & OK
Req. Filename: l ] Cancel
Real Filename: |jtftp-pujofswos-rb260-1.14.1zb Apply
Allow :
Read Only Disable
Copy
Hits: |25
Remove
‘] {enabled 4

kk 1 |
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Wireless Spectral

Terminal =] E3
[adnin@Router-RMA-Lt.1] > interface wireless spectral-history wlanl range=2400-2500 *
nax: < -90 <= < -80 <= < -70 <= < -60 <=}

2382 2391 2400 2409 2419 2428 2437 2446 2455 2464 2473 2483 2492 2501 2510

linterface wireless spectral-history
T T I
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Wireless Spectral (2)

[adwin@Router-RMA-Lt.1] > /int wire spectral-scan wlanl range=2400-2500 show-interferences=
ves buckets=14

FREQ IHTERFEREHCE DBM GRAPH

2386 none -00 fEfffiiil il asannnmeannnaaannaE

2396 none o e PP pupp
2406 none =00 B R R R R R
2416 none o e PP pupp
2425 none -0 fEEEEEEEEEEEEIEIIIEiiifassmmmmesmEEmemmEE
2435 none o A R N R N g
2445 none -4 TEEEEEEEEEEEEIEEEEEIiiitianmmmmmmmmmemmEns
2455 none I S R TR R Y EEY N N
2464 none -50 sssEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEcEEEEi:
2474 none -60 srccsocssoonsEsnaonoEe oo nannonent.
2434 none -89 fEEfiiEiiifaanmmmmEmmEmmEnE

2494 none ot L I P
2504 none o e T R R
2513 none C =

Sl eiein aupc-e /iNterface wireless spectral-scan

*

A 4

Support untuk chipset Atheros Merlin (AR9220, AR9223, AR9280,

AR9281, AR9283)
& —
M/Kro | | www.mikrotik.co.id




Wireless Alignment

| Interface <wlanl > =] B3
General Wireless ’HT HTMCS WDS MNstreme NY2 ... OK
U clionmentonly K3 Cancel
Band: |2GHz-B/G/N &3 Appiy
Channel Width: |20MHz
{ ‘@ Enable
Frequency: |2412 | ¥ | MHz
Comment
S5ID: | MikroTik | a
Torch
Scan List: |default K3
Scan...
Wireless Protocol: [any }@
Freq. U
Security Profile: {default l@ i
Bridge Mode: [enabled
Sniff...
Default AP Tx Rate: { ] ¥ bps
Snooper...
Default Client Tx Rate: [ ‘ ¥ bps
Reset Configuration
Default Authenticate
Default Forward Advanced Mode

& —
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Wireless Alignment (2
N R - | |

Alignment (Running)

Interface: [ wiant }E Start

Stop

Close

\Wireless Alignment Settings

MNew YWindow

[ [SSID \Rx Qu... © \ Avg, Rx Wireless Alignment Settings =] E3
J A4:DB:30:26:54:0F -49 ; .
i 4CSE:0C:E2:1F:CA  MikroTik 60 ) Frame Size: | | OK
.l DO:DF:9A:01:24:D2 -62 1 Active Mode Tt
2] 4C:SE:0C:B6:84:D7 66 - S
2] D0:19:7E:41:48:F0 72 - Apply
o] 4C:5E:0C:5CEC:TS 72 1 Filter MAC Address: |00:00:00:00:00:00 |
1 D4:22:3F:DB:2C:55 73 -
114:B4:84:3A:B2:E0 74 - SSID Al
] 48:58:86:82:34:58 74 - ,
J C4:46:19:08:67:31 77 | Frames per Second: |25
i 02:0C:42:61:88:02  TEST-2.4 78 -
i 00:0C:42:61:88:02  MikroTik-Karyawan 78 ] Audio Monitor: |00:0C:42:61:68:02
J00:73:E0:19:2F:6D 79 -
o] D4:22:3F:D9:B2:0F -79 . Audio Min: \-100 l

23 items {1 selected) Audio Max: |-20
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-
System LED

O|| X
*[=] (][] [T}
| :Type :Interface :Modem... :LEDs:Vj
modem signal -51 led3
modem signal -70 led4
modem signal -90 ledS
* interface activity etherl ledl
* interface activity ether? ledz

™ —_——
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Led Builtin

AL

e

) & q‘ih'“b%::,}ﬂ.

A A
. — LW T

o

| | .

i

CPLD JTAG

ﬁ
)
L |

--------------------------

iiijilijiiii
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System LED (2)

Mew LED Trigger

-m interface status a T

Interface: |etherl ¥ Cancel

Modem Signal Threshold: |-51 Appl

ap cap
Disabf Flash access
interface activity
interface receive
Remof interface speed
interface skatus

LEDs: |ledl

¢
L 12

Cop

enabled interface transmit
‘modem signal
poe out
wireless signal strength
wireless status

& —
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Script

Scripts ‘Jobs  Environment

#][=] [7] [runsem

i :Name jOwner

- ceksuhu admin
modar adrmin
njedul admin

:Last Time Started

Nov/26/2014 10:48:14
Mov/26/2014 10:47:13
MNov/26/2014 10:49:36

‘Run Count | ¥
12
3
2

Di menu /system script , kita bisa membuat
perintah custom, dan perintah ini bisa dieksekusi

dari fungsi lain

‘ .3 ikems

G
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Script (2)

Script <ceksuhuz =] E3
Name: oK
Owner: | admin EENEE
Apply
Source:
ilocal suhu [[fsystem health get temperature]; ;I
if ($suhu <= 20) do={:beep} Se
if ($suhu > 20 && $suhu <= 30) do={:beep; :delay S00ms; :beep} e
if ($suhu > 30 && $suhu <= 40) do={:beep; :delay S00ms; :beep; :delay S00ms; :beep}
if ($suhu > 40) do={:beep; :delay S00ms; :beep; :delay S00ms; :beep; :delay S00ms; :beep} ==
un Scrip

Ej

& —
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2252 4

-
-
-~
-
.-
-
>~
-
-
.-
-
-
-
-
LR
-
.
Lad
-
L2
-
.
s
-
.
T
..
=
.
-
-
e

. Di Routerboard tertentu memiliki g AR
fitur beeper. T

» Dengan bantuan scheduler / ’ 5 [P
netwatch, fungsi ini bisa digunakan
untuk simple monitoring

 Format:
:beep <frekuensi> <durasi>
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Scheduler

Scheduler
+ = ¢ | & ] ? Finct

OnEvent |¥

Mame s |Start Time |Interval

schedulel  startu 00:01:0(

Mame: schedulel QK
Start Date: |Nov/26/2014 Cancel
Start Time: |startup ¥ Apply
Interval: |00:01:00
Disable
On Event:
ceksuhu Comment
. Copy
¢ 0 . . —
1ie OCheduler berfungsi untuk menjalankan script

— sesuail jadwal yang kita tentukan
kk ] |
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Netwatch

Metwatch

+ — Y Fince

Host Interval |Status Since On Up On Down ™
_____ %192,168.85.200 00:01:00 up  Mov/26/20... njedul ~ modar

I Netwatch Host <192,168,88.200> I Netwatch Host 192,168, Netwatch Host <192,168.88,200>

Host Up ‘Down Host Up DOW"" OK

Host ’ Up Down

el o2, 165.55.200

Interval: |00:01:00

Timeout: [ 1000

Status: \up

Since: |Mov/26{2014 10:49:36

‘ enabled

Cancel

On Up: On Down:
I‘E |7 =]

Apply

Netwatch berfungsi untuk melakukan

ping ke sebuah host, dan dari hasil
pingnya router akan menjalankan
script yang sesuai kita definisikan

{enabled |]enabled

kk 1 |
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Traffic Monitor

0| X
= |v% AT
| Name Interface  |Traffic :Trigger :Thres... :On Event V
monitor-bos ether2 transmitted  above 10000000 awas-bos-downlc
monitor-ob ether4 transmitted  above 1000000 ob-download
monitor-ether-kosong bridgel transmitted  above 128000 curanwidth
Traffic Monitor <monitor-bos= =] E3
MName: OK
Interface: :ether2 3 Cancel
Traffic Monitor digunakan Traffic: [transmitted F T aeery
untuk mentrigger sebuah Trigger: |above ]
. f S Disable
script berdasarkan besar Threshold: 10000000
. ‘ Comment
trafik yang lewat On Event:
« awas-bos-download -] Copy
3 items (1 selected) Remove
& —
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Manual

.. Make Supout.rif

Manual =] E3
e » TOC

\\ N N
MIKIron r

Create a book Download as PDF Printable version

Manual: TOC L'LI

<

|
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/System Shutdown

™ —_—
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Matur Suwun mas dab!
Terima Kasih mas bro!
Thank You guys!
Paldies!

@ OO

Diijinkan menggunakan sebagian atau seluruh materi pada modul ini,
baik berupa ide, foto, tulisan, konfigurasi dan diagram selama untuk
kepentingan pengajaran, dan memberikan kredit kepada penulis
serta link ke www.mikrotik.co.id
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